MaTtepuaJ 111 pOANTEIHCKOT0 HHCTPYKTAKA M0 MepaM
0e3omacHOro ucnoJib3oBanusi UHTepHer

ITo maTepuanam
http://detionline.com
http://www.saferunet.ru

C kaxaplM rogoM VHTEpHET CTaHOBUTCS IOCTYIHEE M IOIYJSpHEE, OXBaTbiBas BCE
Oonble ayAUTOpUU. BONBIIMHCTBO poauTENeil He 3alpeliaroT CBOMM JETSAM IOJIb30BaThCs
Wntepnerom. M 310 ectectBeHHO, MO0 CeTh — HE TOJBKO pa3BIEKATENbHbIH, HO H
IIO3HABATEJIbHBII HHCTPYMEHT.

OnHako 7Sl MCIONB30BAHUS ATOTO HMHCTPYMEHTA, KaKk M JIOOOro JAPYroro, HY>KHO
IIPEJICTABIIATh PUCKHU, CBSI3aHHBIC C €r0 UCIOJIb30BaHUEM.

KoHTeHTHBIE pHCKH — 3TO MaTepHalbl (TEKCThbI, KapTUHKH, ayIuo, BUACO(AIbI,
CCBUIKM Ha CTOPOHHHE PECYPCHI), COAEPIKAIlNe HACHIINE, arPeCcChio, S3POTHKY M MOpHOrpaduio,
HEICH3YPHYIO JIEKCUKY, WH(OpMAIHio, pPa3KUTalollyl0 pPACOBYI0 HEHABHCTh, IMPOMATaHAy
AHOPEKCUHU U OYJIIMMHH, CYUIIH]IA, a3apTHBIX UTP, HAPKOTUIECKUX BEIIECTB U T.1I. CTOIKHYTHCS C
HUMHU MOXKHO MPAKTUYECKH Be37e. DTO M CAWThl, U CONMAILHBIC CETH, U OJIOTH, U TOPPEHTHI, U
BUJICOXOCTHUHTH, (DAKTHUECKH BCe, UTO ceiuac cymecTByeT B MHTepHeTe. 3a4acTyio Moa00HbBIH
MaTepuaj MOXET MPUUTH OT HE3HAKOMIIAa 10 T0YTe B BHJIE ClaMa WM COOOIICHHS.
Iounmepecyitmecov y onepamopa ceéaszu, npedocmagaouiezo 00Cmyn K cemu, 0 HAIUYUU
yciyzu KOHmeHmHou punompayuu 01,1 oemeil.

KoMMyHUKalIMOHHBIE PUCKH CBSI3aHBI C MEXJIMYHOCTHBIMH OTHOIIICHUSMH WHTEPHET-
MOJIb30BaTee W BKJIIOYAIOT B CceOsl PUCK IMOJBEPTHYTHCS OCKOpPOJIGHHWSM M HalajgkaM Cco
cTopoHbl japyrux. [IpumepamMu Takux pUCKOB MOTYT OBbITh. HE3aKOHHBIE KOHTAKTHI,
KubOepripecienoBanusi, KHOepOyIuHT U 1p. [|mst mogqoOHBIX 1esiei MCIONIB3YIOTCS Pa3IuvYHbIC
yathl, oniaiH-mecceHmkepbl (ICQ, Google talk, Skyper ap.), cormanbHble CETH, CAWTHI
3HAKOMCTB, (hOpYyMBbI, OJIOTH U T.1.

Oxka3arbcsl )KepTBOM HaAMHOIO IpoILe, YeM KaxeTcsl. Kaxaplil yuacTHUK TOM WM MHOU
COLIMAJILHOM CeTH MOJKET MPHU3HATHCS, YTO XOTS Obl OJUH pa3 eMy MPUXOAMWIIO HENpPHUCTOIHOE
MpeJIOKEHNE OT HEU3BECTHOTO YeJIoBeKa. JDTo Oea He TOJMBKO COLMalbHBIX ceTeil. Ha mobom
nomyisipHoM ¢opyme, B GJI0rOBOM COOOIIECTBE U YaTe MOSBISIOTCS TaKUE YYAaCTHUKH, KOTOPBIE
XaMST | OCKOPOJISIFOT IPYTUX YYaCTHUKOB.

KoMMyHHMKalIMOHHbIE pPUCKM  BKJIIOYAIOT B ce0s  «HE3aKOHHBIH KOHTaKkT» H
«kubepripeciaenoBanue» (Mim Kuoep-0yJUTHHT).

HezakoHHBIII KOHTaKT — 3TO OOIIEHHE MEXIy B3pOCIbIM U PEOEHKOM, MPU KOTOPOM
B3POCIIBII MBITAETCS YCTAHOBHUTH OoJiee OJIM3KME OTHOIIEHUS ISl CEKCYaIbHOM JKCILTyaTaluu
pebeHka. 3JIOYMBINIJICHHUK HEPEIKo OOIaeTcs B HWHTEpHETE C peOEHKOM, BblJaBas cels 3a
poBecHuKa JMO0 pebeHka HemHoro crapme. OH 3HAaKOMHTCA B 4aTe, Ha (QopymMe WM B
COLIMAJILHOM CETHU C JKEPTBOM, MBITAETCS YCTAHOBUTH C HUM JPYKECKUE OTHOIIECHUS U MEPEeUTH
Ha JIMYHYIO mepenucky. OOmasch JMYHO («B MPUBATE»), OH BXOTUT B JOBEPHE K pPEOCHKY,
MBITAETCS Y3HATh HOMEP MOOUIILHOTO U JOTOBOPHUTHCS O BCTpEYeE.

KubGeprnpecnenoBanue (minu  KuOep-Oy/UIMHT) — 3TO MNPECICOBAHUE IOJIb30BATEIIS
COOOILIEHUSIMHU, COJAEpKAIIMMU OCKOPOJICHHs, arpeccHuio, CEeKCyallbHble JOMOIaTeiabCTBa C
MOMOIIBIO Pa3IMYHBIX WHTEPHET-CEPBUCOB. Takke, KUOepHpecIeoBaHue MOXKET MPUHUMAThH
takue QopMbl, Kak oOMeH wuH}oOpMalnueld, KOHTAKTaMH; 3alyTrUBaHHE, IOJIpaKaHHE;
XYJIMTAHCTBO (MHTEPHET-TPOJUIMHT); COlMaIbHOE OoliKoTHpoBaHue. [1o Gpopme OYIITHHT MOXKET
OBITh HE TOJBKO CIOBECHBIM OCKOPOJICHHEM. DTO MOTYT OBbITh (hoTorpaduu, H300paKEHHS WA
BHUJICO KEPTBHI, OTPEIAKTHUPOBAHHEIE TAK, YTOOBI OBITH 00JIEC YHHU3UTEIHHBIMH.

[TonoOHbBIN YHU3UTENBHBIA KOHTEHT MOXET UCXOJUTh OT OJJHOTO YEJIOBEKA WJIM TPYIIIBI
JIOJICH 10 OJTHOMY HJIM HECKOJBKHM DJICKTPOHHBIM KOHTAKTaM >KEPTBBI, Ha DJIEKTPOHHBIN SIIUK



WINA B COOOILICHUAX OHJIAfH-MECCEHKepoB. PacpocTpaHeHbl TakKe cliydad IMpecielOBaHus B
COLMAIBHBIX CeTSIX WIM Ha MOAOOHBIX MM pecypcax. [Ipy 3TOM NOMHUMO pacChbUIKH
OCKOPOUTENBHBIX COOOIIEHUI 1 BHIBEIIMBAHUSA YHU3UTEIBHBIX MATEpPHAJIOB, N300pakeHUH WM
BUJCO3anucel, Oyuiep MOXET TakkKe B3jJIOMaTb MNpO(UIb WIM CTPAaHUIy JKEPTBBI U
OpraHM30BaTh CIIaM-PACCHUIKY 110 BCEM KOHTAaKTaM >KEPTBBI.

K coxanenuto, kubepOyJIJIMHI — O4Y€Hb PACHPOCTPAHEHHOE SIBJICHHUE CPEIN POCCUHCKUX
noapocTkoB. Kaxaplii maAThIii peOCHOK MOXET NPU3HATh, YTO IMOJABEprajics OYJUIMHTY OHJIAWH
WU B peasibHOM xu3HH. U 3T0 Gena He Toapko Poccuu, oHa pacmpocTpaneHa BO BCEM MHPE.

Jyuwme e6ceco He ecmynamv 6 o00ujeHue co cnamepamu, NOOO3PUMENLHHIMU
JAUYHOCMAMU, PACCHIIAIOWUMU CCHUIKU UAU NYOIUKYIOUWUMU OCKOPOUmMEbHblE COOOUEHUA.
Ilonvimku ux npucmuplOums ycnexom He yeeHuaromcs, moabKko 3psa NOMPAmume c60e Pem.

JeKTpoHHbIe (KHOep-) PHUCKM — 3TO BO3MOXKHOCTh CTOJKHYTBCS C XHUILICHUEM
NepCOHANTBHON MHPOPMALIUHU, PUCK MOABEPTHYTHCS BUPYCHOW aTake, OHJAMH-MOUICHHUYECTBY,
cramM-aTake, HIMMOHCKUM ITPOrpaMMaM U T.JI.

K BpenoHOCHBIM IporpamMmaM OTHOCSTCS BUPYCHI, YEPBU U <TPOSTHCKUE KOHU» — 3TO
KOMIIBIOTEPHBIE ITPOrPaMMBI, KOTOPBIE MOTYT HAHECTU BpEJ BalllEMy CEMEHHOMY KOMIIBIOTEPY U
XpaHSAMUMCS Ha HeM JaHHbIM. OHHM TaKke MOTYT CHIJKaTh CKOPOCTh OOMEHAa TaHHBIMH C
HMHTepHETOM M Jake MCIOJIB30BATh Ball KOMIBIOTEDP U1 PACIpPOCTPAHEHUS CBOMX KOIMM Ha
KOMIIBIOTEPHI BAIlIUX JIPY3€H, pOACTBEHHUKOB, KOJUIET U 1O BCEH OCTanbHOM rinobansHoi Cetu.
XwumieHue KOH(DUICHIMANbHBIX JaHHBIX MOXKET NPUBECTH K TOMY, YTO XaKep HE3aKOHHO
NOJy4aeT JOCTYNl M KaKUM-ITMOO 00pa3oM HCIONb3YeT JUYHYIO MH(POPMALMIO MOJIb30BaTEIs
(HOMepa O0aHKOBCKHMX CYETOB, MACIOPTHBIC JaHHbIC, KOMbI, TTAPOJIU U JIp.) C LENbI0 IPHYHHUTH
MaTepHaibHBIE M (UHAHCOBBIA yiiepd. OcHoeHOe cpedcmeo 3auumel — YCHMAHOBKA U
pezynapnoe 00HO6/EHUE AHMUGUPYCHOU RPOPAMMbL U Opy2ue HACMPOUKU 3AUUmbl
Komnvlomepa.

3ammTa B COLUMAIBHBIX CETSIX — ATO 3aJayda, KOTOpas HE Tak JaBHO cTaja O0COOEHHO
aKkTyaJlbHa JJI UX MOJb30BaTeNneil. B3oM cTpaHull B COLMANBHBIX CETSAX MPEBPATUIICS B OJIUH U3
OCHOBHBIX CIIOCOOOB pacnpocTpaHeHus crnama B MIHTepHeTe. UTO MOXET clienaTh NoIb30BaTEeNb?
— Buumamenvno omnocumusca K c60um J102UHAM U RAPONAM, He YCHIAHAGIUEAMb NAPOIU
muna «123»u Huxomy ux ne nepedoagamo u, mem 0o.1ee, He nepecvliams noO 1€KMPOHHOU
noume.

IMoTpeduTe/IbcKHEe PHCKH BKIIOYAIOT B ceOsA: PHUCK NPHUOOpPETEHUs] TOBapa HHU3KOTO
Ka4ecTBa, pa3IMYHBIX MOAJIENOK, KOHTpa(akTHOH 1 (arbcuduuupoBaHHON MPOIYKIINHU, TIOTEPIO
JICHSKHBIX CpPEeNCTB 0e3 mNpHOOpeTeHWs ToBapa WM YCIYTH, XHUIICHHS MEPCOHAIBLHON
UH(OPMALINH C LENbI0 KUOEp-MOIIIEHHUYECTBA U Jp.

Kaxk mpaBunino, 11t coBepIieHHs MMOKYNKH B CETH JTOCTATOYHO YKa3aHHBIX Ha OAaHKOBCKOU
KapTe peKBU3UTOB. JleTn, coBepiast OHJIaiH MOKYIKH, MOTYT pacTpaTHTh 3HAYUTEIbHBIE CYMMBI
CBOMX pOJAWTENCH, €ClIM KaKuM-THOO CIIOCOOOM HMENH WIM NOIyYWId K HHM JIOCTYII.
He paspewaitme demam cogepuiamo NOKYRKU UMW COENKU 6 Cemu He3 auiezo yuacmusi.

OcHoBHBIE npaBuJjia AJjs pozmTe.]Ieﬁ

1. IIpexnme, dyeM TO3BOJUTH pPEOEHKY TONIB30BaThCs IHTEpHETOM, pacCKakuTe emy o
BO3MOXXHBIX onacHoCTsX Cetu (BpeIOHOCHBIE MPOrpaMMbl, HeOE30MaCHbIC CAHThl, HHTCPHET-
MOIICHHUKHU U JIP.) ¥ UX MOCIICICTBHUSIX.

2. Yerko ompenenute Bpems, Kotopoe Bam pebeHok MoxeT mpoBoauTh B WHTepHeTe, u
CalThl, KOTOPBIE OH MOKET MOCENIaTh.

3. VYOeautech, UTO Ha KOMIBIOTEPAX YCTAHOBJIEHBI W MPABUIBHO HACTPOCHBI AHTUBUPYCHbBIE
POrpaMMBbI, CpelicTBa (UIBTPALIMY KOHTEHTA U HEXKEIATeIbHBIX COOOIIEHUH.

4. KoHurtpomupyiiTe naesITenpbHOCTh peOeHka B VHTepHEeTe ¢ MOMOIIBIO  CIEIHAIBHOTO
MPOrPaMMHOTO O00ECTICUeHUSI.

5. CrnpammuBaiite pedeHKa 0 TOM, YTO OH BUJIEN | Jean B IHTepHeTe.



6. OObscuuTe pebOeHKy, 4Tro mnpu obOmeHun B HVHTepHeTre (uaThl, (GOPYMBI, CEPBUCHI
MTHOBEHHOTO OOMEHa COOOIICHHUSIMH, OHJIAHH-UTPBI) M JPYTHX CHUTYalMsiX, TPEOYIOIINX
perucTpaiuu, Hellb3sl UCIOIb30BaTh peaibHoe uMsl. [loMoruTe eMy BBIOpaTh PErUCTPALIMOHHOE
UMsI, HE CoJIeprKaIlee HUKaKOW JTNYHOW HH(POPMAIIHH.

7. OOmwsicHuTe peOEHKY, UYTO HeNlb3s pa3riamare B VHTepHeTe HHGOPMAIUIO JTUYHOTO
xapaktepa (Homep TenedoHa, JAOMANIHUA aapec, Ha3BaHHE/HOMEP INKOJBI M T.I.), a TaKXKe
"MmokaspIBaTh"' CBOM (oTorpaduu.

8. Ilomorute peGEHKY MOHSTH, YTO JNAIEKO HE BCE, YTO OH MOXKET MPOYECTh MM YBHICTHh B
Nureprere — npasaa. [Ipuydnte ero cnpammsaTh TO, B YeM OH HE YBEPEH.

9. OObsicauTe pedOCHKY, YTO HEIb3s OTKPBHIBaTh (Hailibl, TOJYUYCHHBIE OT HEHW3BECTHBIX
MOJIb30BaTENIC, TaK KaK OHU MOTYT COJEpKaTh BHPYChl WM (DOTO/BUICO C HEraTUBHBIM
COJIepKAHUEM.

10. [Ipuyuute pebEHKA COBETOBATHCS CO B3POCIBIMH M HEMEIJIEHHO COOOIIATH O MOSBICHUU
HEXXENNaTeIbHOW WH(POPMAIIHY.

11. He mno3BonsiiTe Bamemy peOeHKy BCTpedaThCcsi C OHJIAWH-3HAKOMBIMH 0e3 Bamrero
pa3penieHns WA B OTCYTCTBUH B3POCIIOTO YETIOBEKa.

12. TocTapaiiTech peryisipHO MPOBEPSATH CIIHCOK KOHTAKTOB CBOMX JAETel, 4TOObI yOemuThCs,
YTO OHU 3HAIOT BCEX, C KEM OHH OOIIAI0TCS,

13. OOBsicHUTE AeTsIM, 4TO MpU OOIIeHun B VIHTepHETE, OHU JOJKHBI OBITh APYKETIOOHBIMU C
JPYTUMH TI0JIB30BaTEIISIMU, HA B KOEM CITy4ae He IMHCaTh IPYObIX CIIOB — YHTATh TPYOOCTH TaKXKe
HENPUSITHO, KaK U CIIBIIIATE,

14. TIpoBepsiiiTe aKTyaJbHOCTh YK€ yCTaHOBIICHHBIX mpaBmi. Cienute 3a TeMm, 4ToObl Barm
MpaBuJia COOTBETCTBOBAIIM BO3PACTy U pa3BUTHIO Bamero pedeHka.

MHOro HHTEpEeCHbIX MaTEPHAJIOB 10 JAHHON TeMaTHKe Bbl MokeTe HAWTH HA calTax:

— TMoapoctok u 3akoH (pasaen «IHTEpHET-yrpo3bI»)
http://podrostok.edu.yar.ru/safety/index.html

— Ientp Oe3onacHoro untepHera B Poccuu (catim pexomenoosan YnoarHomouenuvim npu
IIpesuoenme P® no npasam pebenxa) http://www.saferunet.ru/ruaoi

— Jlura Ge30macHOro HHTEpHETA. DHIMKIIONEHS 0€301acCHOCTH
http://www.ligainternet.ru/encyclopedia-of-security

— Cereuuok.pd IlpoBoguuk B Mupe untepHera http:/lceresudok.pd

- WWW.I-DETI.ORG be3onacHblii HHTEpHET ISl I€TEH: 3aKOHOAATEIIbCTBO, COBETHI,
MHEHHSI, MEKIyHApOIHbIN onbIT http://i-deti.org/

— VYnpasnenue «K» MB/] Poccun
http://mvd.ru/mvd/structurel/Upravienija/Upravienike MVD_Rossii
THamamka «Ynpasnenue «K» npedynpexcoaem: 6yovme 0CmMoOpoA*CHbL U GHUMAMETbHDBL! »
http://mvd.ru/mvd/structurel/Upravienija/Upravienke MVD_Rossii/Pamjatka_Upravleni
e_K_preduprezhdaet

Tak, manpumep, Ha caiite «WWW.I-DETI.ORG be3omacuplii MHTEpHET IJIsi JEeTEH»
B pasnene «Buneo» (http://i-deti.org/video) pasmeriena nogdopka 00y4aronux U pa3BUBAIOIINX
BHJICOMATEPHAIIOB, KOTOPBIC IIOMOTYT JETSAM IMOJIYyYUTh MPEACTABICHUE O TPUEMIIEMBIX MOICIISIX
noBesieHusi B MiutepHere. Bee mpeacTaBieHHbIE 3/1€Ch BUACOPOJIMKU B MPOCTOM M JOCTYIHOMU
dbopme HHGOPMHUPYIOT IOHOTO TMOJIH30BATENSI CETH O BCEBO3MOXKHBIX aCIEKTaX B3aMMOJCUCTBUS
C JAPYTUMH Toyb30BarensiMu MHTepHETa, 0 HEOJHO3HAUHBIX U 3aTPYIHUTENBHBIX CHTYAIIHIX,
KOTOpPBIE MOTYT BO3HHKHYTh BO BpeMs NMPEOBIBAaHUS B BUPTYaJIbHOM IPOCTPAHCTBE, O TOM, KaK
MO>KHO PEIINTh T€ WJIM WHBIC MPOOJIIEMBI B KyJa MOXHO OOpaTUTHCS B CIy4ae CTOJKHOBEHHS C
HeZ00pOKENaTeTFHOCTHIO U HAPYIIIEHHEM 3aKOHOB 00 MH()OPMAIMOHHOM 0€3011aCHOCTH.




